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Abstract
Blockchain technology has a large potential to create new foundations
for every segment in information technology (IT) with a lower-cost and
higher-security solution. For health care, IT advancement has
produced massive databases of health data and changed the way in
which individuals interact with their own health data, by recording or
viewing them, via wearable devices and smartphones. As a result,
health

IT systems require a new architecture to record health
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information, shifting to a decentralized database from traditional
centralized or cloud ones. In this paper, we describe the analysis and
design of the decentralized architecture for health record using private
Blockchain. We have collaborated with the largest group of private
hospitals in Thailand and using its requirements as our case study.
Our proposal involves the use of a private Blockchain and its smart
contract as an access control manager to health records that are
stored off Blockchain, whereas actual health records are stored in
another native base layer of distributed storage. We compare and
contrast different tools for Blockchain technologies. This work can be
viewed as a new challenge to be the first proof-of-concept in
implementing Blockchain in Thailand as Blockchain-as-a-service

(BaaS) for medical records.

Keywords— Medical Record; Ethereum; Blockchain; Smart contract;

Decentralized Application; Encryption; Blockchain as a Service
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